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What is claimed is : 

1. A method for securely sharing data with authorized parties, 
wherein the data to be shared is stored in a database in a first 
encrypted format , the method comprising: 

providing a programmable logic device for connection to the 
database, wherein the programmable logic device is configured to (1) 
receive a stream of encrypted data from the database, (2) decrypt the 
received encrypted! data stream to create decrypted data, arxd (3) 
encrypt the decrypted data in a second encrypted format; and 

sharing the data of the second encrypted format by 
communicating it fco an authorized party. 

2. The method of claim 1 further comprising: 

providing tfcie authorized party with a key to decrypt the shared 

data. 

3. The method of claim 1 wherein the second encrypted format is 
different than the- first encrypted format such that the key- provided 
to the authorized party will be different than a key necessary to 
decrypt the storecl data. 

4. The method of claim 1 further comprising providing a "memory 
device in communication with the programmable logic device, wherein 
the content of the memory device is accessible only by the 
programmable logic device, and wherein the programmable logic device 
is further configured to store at least a portion of the decrypted 
data in the memory device. 

5. The method of claim 1 wherein the database is owned h-y a first 
party, and wherein, the data stored in the database is owned by a 
second party. 

6. The method of claim 2 further comprising: 

receiving a request for stored data from the authorized party,- 
responsive bo the received request, retrieving stored data from 
the database; and 

processing the stored data through the programmable logic 
device . 
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7. The method of claim l further comprising storing data in the 
database in the first encrypted format. 

8. Thie method of claim 1 wherein the programmable logic device is 
an FPGA. 



9 - A device for preparing stored encrypted data for communication 
to a party, the device comprising: 

a programmable logic device in communication with a data 
storage medium, the data storage medium comprising data stored 
therein in a first encrypted format, the programmable logic device 
being configured to (1) decrypt a stream of encrypted data received 
from the data storage medium to thereby create decrypted data, and 
(2) encrypt the decrypted data in a second encrypted format. 

10. The device of claim 9 wherein the second encrypted format is 
different than the first encrypted format such that a key provided to 
the party to decrypt the data of the second encrypted format will be 
different than a key necessary to decrypt the stored data. 

11 The device of claim 9, wherein the device is in communication 
with a processor, the processor being configured to send a request to 
the device for stored data, the request to be fulfilled at least in 
part by the programmable logic device, the device farther comprising 
a memory device in communication with the programmable logic device, 
wherein the content of the memory device is accessible by the 
programmable logic device but is not accessible by the processor, and 
wherein the programmable logic device is further configured to store 
at least a portion of the decrypted data in the memory device. 

12 . The device of claim 9 wherein the programmable logic device is 
also configured to perform a socket operation on incoming and 
outgoing data to interface the programmable logic device with 
upstream and downstream components. 

13 . The device of claim 9 wherein the data storage medium comprises 
a hard disk drive system, the device further comprising a disk 
connector for interfacing the device with the hard disk drive system 



51 



10 



WO 2005/026925 PCT/US2004/016021 

14. The de-vice of claim 13 further comprising a disk controller in 
communication with the disk connector and the programmable logic 
device . 

15. The device of claim 14 further comprising an internal bus 
connecting the disk controller with the programmable logic device. 



16. 



The device of claim 15 wherein the internal bus is a PCI-X bus. 



17. The device of claim 16 further comprising a bus connector for 
interfacing the programmable logic device with a bus on a computer 
motherboard . 

18. The device of claim 17 wherein the bus connector is a PCI-X bus 
connector. 

19. The device of claim 12 wherein the programmable logic device is 
an FPGA. 

20. A method for securely sharing data, wherein the data to be 
shared is stored in a database in a first encrypted format, the 
method comprising: 

providing a reconf igurable logic device for connection to the 
database, wherein the programmable logic device is configured to (l) 
receive a stream of encrypted data from the database, and (2) using 
reconf igurable hardware logic, translate the received stream from the 
first encrypted format to a second encrypted format different than 
the first encrypted format; and 

delivering the data of the second encrypted format to a 



21. The metliod of claim 20 wherein the requester is an authorized 
requester, the method further comprising: 

providing the authorized requester with a means for decrypting 
the delivered, data. 

22. The method of claim 20 wherein the database is owned by a first 
party, and wherein the data stored in the database is owned by a 
second party. 
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23. The method of claim 20 wherein the re configurable logic device 
is an FPGA, the method further comprising: 

receiving a request for stored data from the requester; 

responsive to the received request, retrieving stored data from 
the database; and 

processing the stored data through the programmable logic 
device . 

24. A device for processing data received from a mass storage 
medium, the device comprising: 

a programmable logic device in communication with the mass 
storage medium, the mass storage medium comprising compressed data 
stored therein, the programmable logic device being configured to (l) 
receive a continuous stream of compressed data from the mass storage 
medium, (2) decompress the received compressed data stream to create 
a stream of decompressed data, and (3) perform a search operation 
within the stream of decompressed data. 

25. The device of claim 24 wherein the search operation is 
configured to determine whether a pattern match exists between a 
search key that is representative of data desired to be retrieved 
from the mass storage medium and a data signal that is representative 
of a de compares sed data stream. 

26. The device of claim 24 further comprising a memory device in 
communication with the programmable logic device, wherein the content 
of the memoary device is accessible only by the programmable logic 
device, and wherein the programmable logic device is further 
configured to store at least a portion of the decrypted data in the 
memory device. 

27. The device of claim 24 wherein the programmable logic device is 
also configured to perform a socket operation on incoming and 
outgoing data to interface the programmable logic device with 
upstream and. downstream components. 

28. The device of claim 24 wherein the storage medium comprises a 
hard disk drive system, the device further comprising a disk 
connector for interfacing the device with the hard disk dbrive system. 
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29. The device of claim 28 further comprising a disk controller in 
communication with the disk connector and the programmable logic 
device . 

30. The device of claim 29 further comprising an internal bus 
connecting the disk controller with the programmable log-ic device. 

31. The device of claim 30 wherein the internal bus is a PCI-X bus. 

32. The device of claim 31 further comprising a bus connector for 
interfacing the programmable logic device with a bus on a computer 
motherboard . 

33. The device of claim 32 wherein the bus connector is a PCI-X bus 
connector. 

34. The device of claim 27 wherein the programmable logic device 
comprises an FPGA. 

35. A device for processing data received from a mass storage 
medium, the device comprising: 

a re configurable logic device in communication wifcli the mass 
storage medium, the mass storage medium comprising compressed data 
5 stored therein, the reconf igurable logic device being configured to 
perform a plurality of processing operations with reconf igurable 
hardware logic on a continuous stream of compressed data, it receives 
from the mass storage medium, wherein the plurality of processing 
operations comprise at least a decompression operation followed by a 
10 search operation. 

36. The device of claim 35 wherein the reconf igurable logic device 
is an FPGA, and wherein the search operation is configured to 
determine whether a pattern match exists between a search key that is 
representative of data desired to be retrieved from the mass storage 

5 medium and a data signal that is representative of a decompressed 
data stream exiting the decompression operation. 

37. The device of claim 35 wherein the reconf igurable logic device 
is a programmable logic device, the device further comprising a 
memory device in communication with the programmable logic device, 
wherein the content of the memory device is accessible by the 
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programmable logic device but is not accessible by a remote processor 
xn communication with the device, and wherein the programmable logic 
device is further configured to store at least a portion of a 
decompressed data output from the decompression operation in the 
memory device . 

38 . A method searching data stored in a storage medium in a 
compressed format, the method comprising: 

providing a programmable logic device for connection to the 
storage medium, wherein the programmable logic device i s configured 
to (l) receive a stream of compressed data from the storage medium, 
(2) decompress the received compressed data stream to create 
decompressed data, and (3) perform a search operation on the • 
decompressed data. 

39. The method of claim 38 further comprising receiving a search 
query from a remote processor, and wherein the programmable logic 
device is configured to perform the search operation in accordance 
with the query, and wherein the method further comprises delivering a 
search result from the search operation to the remote processor 



40. The method of claim 39 wherein the search operation is 
configured to determine whether a pattern match exists between a 
search key that is representative of data desired to be retrieved 
from the mass storage medium and a data signal that is representative 
0 of a decompressed data stream. 



41. 



The method of claim 38 further comprising providing a memory 
device in communication with the programmable logic device, wherein 
the content off the memory device is accessible only by the 
programmable logic device, and wherein the programmable Logic device 
is further configured to store at least a portion of the decompressed 
data in the memory device. 

42. A system for processing data received from a mass storage 
medium, the de-vice comprising: 

a storage medium in which at least some data is stored in a 
compressed format; and 

a programmable logic device in communication with the storage 
medxum, the programmable logic device being configured to (X) receive 
a continuous stream of compressed data from the storage medium, ( 2 ) 
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decompress the received compressed data stream to create a stream of 
decompressed data, and (3) perform a search operation within the 
stream of decompressed data. 



43. The system of claim 42 wherein the search operation is 
configured to determine whether a pattern match exists between a 
search key that is representative of data desired to be retrieved 
from tine mass storage medium and a data signal that is representative 
of a decompressed data stream. 

44. The system of claim 42 further comprising a memory device in 
communication with the programmable logic device, wherein the content 
of the memory device is accessible only by the programmable logic 
device, and wherein the programmable logic device is further 
configured to store at least a portion of the decirypted data in the 
memory device . 
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